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Law Firm Security Guide 

Our Defini�on of Security:  

*Security is the art of iden)fying poten)al threats 

that may do harm to the law firm, and taking deci-

sive ac)on to plan for, eliminate or take measures 

against these threats.   

*A thorough security analysis encompasses much 

more than technology systems.  It involves every fac-

et of the firm’s opera)on, and as a result, all employ-

ees, directors, lawyers and upper management.    

Resources: 

*Compliance & Security Tes�ng  --  (Cer)fied Ethical Hacker) 

Mark Akins, CISSP, CISA, PCI QSA 

561.866.6887 /mark.akins@1stsecureit.com 

*Forensic Analysis – (eDiscovery)  

Ma�hew J. Thomas Ph.D. 

mthomas@usinfosec.com //1.941.951.6015 

*Security Solu�ons (Firewall Monitoring, Archive, Spam, More) 

Tom Garcia 

President & CEO | InfoSight, Inc. 

p 305.828.1003 x101 

tom.garcia@infosigh)nc.com 

 
Priori�ze the Biggest Threats:  
*Economic Threats 

*Ethical Threats , and Compliance Readiness Law 

Firms 

*Management Threats 

*Physical Threats 

*Direct Scam A�acks 

*Computer-Based Threats 

*Disaster Situa)ons & Recovery Planning 

Biggest Threats that have actually 

Destroyed Law Firms 

• Dot Com Crash killed core business 

• Real Estate Recession 

• Credit Constric)on Issues 

• Mass Departures triggering a clause in the Line of Credit to 

defund the firm — Forcing them to liquidate 

• Compliance Issues/Dipping into client funds 

• Bad Accoun)ng/Fraud 

• Single Client provided more than 50% of firm’s revenue 

Best Prac�ces:  
*Diversify your prac)ce.  Keep track of economic trends that may affect your firm’s prospects. 

*Pay Yourself First.  Save 10% each year to create a cushion to protect against downturns.   

*Make sure that one client, or one industry or prac)ce area comprises no more than 25% of the company as a whole.  

*Don’t ever stop marke)ng.  Market when you are busy and when )mes are slow.  Marke)ng has a delay of effec)ve-

ness of 6-24 months or more.   

*Law Firm Leadership is cri)cal.  Keep key personnel happy.  Avoid mass defec)ons at all costs.   

*Diversify assets into other classes – mul)ple currencies and alterna)ve currencies (Gold /Silver)   

*Proper billing prac)ces – Avoiding Overbilling (Good Billing soKware with good Conflicts of Interest System) 

*Protect Credit Card  (PCI – Payment Card Industry and DSS- Data Security Standard) and other sensi)ve Data – Sar-

banes Oxley, HIPAA, FISMA, FERPA compliance 

*Good Accoun)ng Prac)ces--Proper accoun)ng audits, penetra)on tests, etc. 

*Good Stewardship of Client Funds 
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Internal Threats — Users:  

*Illegal Download Protec)on—Tools to disable USB Access or 

CD Burner s.  PolicyPac.com, Kioware.com 

*Lock down pc’s.  Limit access to Administrator user, use Cit-

rix to deploy Thin clients or Vmware to deploy virtual desk-

tops which auto-wipe user changes upon next log-in.   

*Use soKware alerts to inform you if a user is extrac)ng, 

emailing, large amounts of data or accessing sensi)ve data. 

 

Wireless Security: 

*Wireless guest visitor’s network  (Par))on off from 

main network.  Thro�le speeds to limit use) 

*Wireless telephony (PBX) 

*Laptops – Unsecured network 

*Turning off security 

*Training of users in security is important 

*Mobile smartphones (Rogue Apps) 

*Jailbroken phones—less secure 

 
Website Security:  
 

*Wordpress, Mysql, linux are common plaQorms and rou)nely get hacked. 

*Plug-ins can contain insecure code.   

*Web- App security is a big issue today. 

*Increasing amount of collabora)on with sharepoint, FTP servers, Large filetransfer  

programs such as YouSendIt 

*Ediscovery plaQorm security – Rela)vity, Lextranet, Catalyst, Clearwell, IConnect 

 

Social Network Threats:  
 

*Big source for Iden)ty TheK 

*Chat systems offer a way for viruses to enter the enterprise. 

*Hidden links using shortener sites such as Bit.ly can camouflage .exe payloads 

*Socially engineered a�acks.  Email from social network is 99% chance of being read.   

*Social network accounts are rou)nely hacked crea)ng poten)ally embarrassing or worse 

security issues.   
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Protect Against Physical A5acks:  

*Create a secure physical environment – secure pa-

per check books, sensi)ve data, and make sure 

building and floor access are limited to authorized 

personnel.   

*Keep close tabs on temporary and laborer staff 

*Train the staff in security awareness.  Know who 

are truly authen)cated visitors, not thieves, hackers 

roaming the hall.   

Mobility Security: 

*iPhones, iPad, Android can be less secure when con-

nec)ng to the main email system.   

*SSL Secure Sockets Layer Encrypted packets rather 

than interceptable communica)on at key data inter-

sec)ons. 

*Remote Data Wipe op)ons (Blackberry Enterprise 

server (MobileMe?) 

*Third Party solu)ons – No)fyLink 

 
Virus, Malware, Botnet A5acks:  
*Malware – Malicious SoKware targets end-users via web browsers, e-mail a�achments, mo-

bile devices and other vectors. 

*Bots, Trojans, Worms – special programs wri�en to bypass perimeter defenses, evade detec-

)on, and resist efforts to disable it.  OKen targets payment data, healtcare records, trade se-

crets.   

*Use An)-Virus programs that update daily (Trend Micro,  AVG, Kapersky, Norton 

*AKer infec)on Remove pc from network and run – Hijack This/Crap Cleaner,  Rkill (kills pro-

cesses), ComboFix, Malware Bytes, Spyware Doctor.  Or Reimage pc with Ghost or Acronis. 

 

Protect Against Direct Scam A5acks:  
*Know that there are tons of scams being created every day.  Madoff, Rothstein,  Stanford Fiduciary 

are just the big-)me examples.   

*Direct Scams – Phony phone calls asking for credit card info, fake clients, fake invoice le�ers.  (Fake 

Department of Corpora)ons, Fake domain registra)on le�ers, Fake Magazine Subscrip)on Renewals) 

*Indirect Scams –Phishing A�acks geared to trick users into entering password informa)on, or private 

informa)on.   Emails may come from friends or trustworthy sources such as banks or social  media 

(Facebook).  May be bribes, or offers of great wealth. 

*Inside Informa)on—Undercover Thieves.  Background checks, financial well-being important.  45% of 

IT Directors iden)fy unauthorized access of data by insiders. 
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Securing the Edge from Hackers:  

*Firewall 

*Log files 

*Firewall Monitoring 

*Firewall add-ons (Botnet, an)virus, content  

filtering, packet inspec)on) 

*Close unnecessary ports 

*Juniper, Checkpoint, cisco, For)net,  

Sonicwall, Watchguard, Palo Alto, Astero 

*Spam Filtering 

Disposal of Equipment: 

*Copiers contain hard drives that should be erased 

forensically before they are given back to the leasing 

company. 

*Computers, laptops, Cell phones and more may 

contain vital data which should be wiped clean be-

fore they are discarded or repurposed. 

 
Preparing for Disaster Scenarios:  
*Threats:  Fire, Water Damage, Hurricane, Tornados, Terrorism, TheK, Sabotage, Hardware Failure, 

Hardware or SoKware Mistakes, Massive Power Outages, $50/gallon Gas 

*Put servers in Datacenter.  Create Remote access capability (Terminal Server or Citrix) 

*Put phone switch in Datacenter.  IP connec)vity, work from home. 

*Create replica)on or off-site backup plan 

*Scan all important paper documents 

*Keep copies of valuable soKware/documenta)on in other loca)ons 

*Recovery plan, Ac)on plan, Updated contact list, Emergency Hotline 

New A5acks that may appear as �me goes on:  
*Mailing of sensi)ve data used in Electronic Discovery may need to be encrypted before mailing and 

sent out in encrypted hardware.  Send the encryp)on key separately. 

* Consider email tracking, rights protected mail solu)ons.  Rather than sending text-based mail, send a 

link to the mail item which can be accessed on a secure website.  This allows you to lock down mail, 

give view-only rights, eliminate prin)ng (other than screen print), give a user limited )me access to 

email communica)ons, and be able to track # of reads and more.  This is also very useful if you acci-

dentally send an email that should not have been sent.  In most cases you cannot retract an email 

sent.  However with a Rights Protected Email solu)on you can revoke rights to an email message be-

fore a recipient reads the message.  It also protects your communica)on from blind forwarding, and 

eliminates threats that may exist on the recipient’s email system.   


